SYDLING ST NICHOLAS PARISH COUNCIL
		clerk@sydlingstnicholasparishcouncil.gov.uk 
Dear Councillor,					              	         3rd November 2025

You are summoned to attend a meeting of Sydling St Nicholas Parish Council to be held at 7.00pm on Monday 10th November 2025 in Sydling St Nicholas Village Hall to consider the following items.
Signed
Amanda Crocker 
Clerk
07855 396073
Agenda
1. Apologies for absence

2. Declarations of pecuniary and other interests

3. Minutes of previous meetings 8th September 2025

4. Matters arising from the minutes – for report only

5. Update from the Chairman 

6. Democratic discussion period

7. Unitary Councillor report – October and November attached

8. Finance:
i) To agree retrospective and current payment approvals
ii) To confirm the reconciliation of accounts and position against budget
iii) To consider the budget for 2026/27 – draft attached
	
9. To receive an update on the .gov.uk email addresses

10. To receive reports on the following matters in the parish and to agree action in response to any proposals:
a. Planning Applications
b. Play Park 
· To consider the purchase of new play park equipment
c. Footpaths
· To consider the finger post repairs and agree costs
d. Police, Traffic and Rights of Way
· Police report - attached
e. Tree update
f. Flooding

11. Correspondence received since the agenda was set

12. To consider the Bring Your Own Device Policy - attached

13. Items for the next meeting

14. To agree the date of next meeting: 12th January 2025









Item 7
Report to the parish council 30/9/2025
Cllr Jill Haynes Chalk Valleys Ward

Dear Clerks, councillors and members of the public please find below my report for September 2025
Dorset Council’s.   Our Future Council Programme - A spend to save initiative
The Council’s Medium Term Financial Plan published in February 2025 projected a budget gap of £85 million by 2029/30. The Our Future Council programme (OFC) is a key contributor to addressing this challenge, but it is not solely responsible for closing the gap. The council set a budget with a savings requirement of£10 million for OFC in 2025/26.  The business case set out how transformation will deliver cashable recurring savings of£18.8 million when fully operational. These savings are expected to come from enabling whole council savings and efficiencies through automation, consolidating roles, demand management, spend reduction, and new ways of working. All transformation and savings proposals are now assessed against the new operating model and invest-to-save criteria, ensuring a more transparent and accountable approach to delivery. While good progress has been made towards turning these ambitions into reality, the journey from business case to delivery has revealed both the scale of the opportunity and the complexity of the challenge. To date the time line to make these savings has not been met and they are unlikely to be fully implemented in this financial year.
The business case has committed to deliver a new operating model and the adoption of enabling technology. 
Delivery Principles
1. Staged delivery: Transformation will be delivered in phases, with clear milestones every six months. Each phase will focus on delivering tangible improvements, embedding new ways of working, and realising cashable savings. 
2. Internal capacity first: Investment will prioritise building and retaining internal capacity for change, reducing reliance on external partners over time
3. Rolling investment and savings: Investment will be profiled to reduce over time, with each six-month period intended to show a reduction in external spend and an increase in internal capability and delivered savings.
4. Skills and capability: Upskilling our workforce is central to our future success, this will be dedicated to how we manage all future solutions and products with the right digital, technology and business change skills. These will be developed in-house ,aligned to our people strategy.
5. Sustainable change: The approach is about connecting and enabling the organisation, not centralising or creating new silos. We will embed learning from recent audits (e.g., SW Audit Partnership) and ensure commissioning, procurement, and enabling services are aligned.
Coming to Cabinet this week is a paper asking for sign off on the use of £12.4M in 25/26 from reserves. This includes investment required for internal and external capacity and skills, delivery of technology including a complete new full council computer system, contact centre, automation and AI   booking system.
Economic Development
‘Get Britain Working’ is a national initiative from the Department for Work and Pensions (DWP) seeking to promote higher employment and reduced economic inactivity, and support people to improve their skills to move into higher quality jobs. All areas of England must develop local ‘Get Britain Working’ plans. Dorset Council, as Accountable Body, must lead the development of the plan across the Dorset Council (DC) and Bournemouth Christchurch and Poole Council (BCP) geographies in partnership with BCP Council, Department for Work and Pensions (DWP) and the Integrated Care Board (ICB). The draft plan for Dorset will be going to Cabinet this week for approval.

Help us spread festive cheer and raise awareness of Dorset’s need for more foster carers
This Christmas, we’re creating an exciting display of handmade stockings – each one representing a child or young person in care and we’re inviting our amazing community to get involved. Sew, knit, crochet or craft an A4-sized stocking in any style or fabric you like. All abilities welcome. Find out more: https://mailchi.mp/dorsetcouncil/christmas






Report to the parish council 01/11/2025
Cllr Jill Haynes Chalk Valleys Ward
Dear Clerks, councillors and members of the public please find below my report for October 2025
Dorset Innovation Park Ltd
The 24th October marked the official launch of Dorset Innovation Park Ltd – a dedicated company established to accelerate the Winfrith Innovation Park transformation into a leading hub for advanced engineering, defence technology, and clean energy innovation.  Wholly owned by Dorset Council this company is tasked with accelerating growth in defence, security, and clean energy innovation at Dorset’s only Enterprise Zone. This marks a major step forward  in helping create high-value jobs and driving investment across Dorset and the Southwest. This is a project which I started as the cabinet member some two years ago and although forming the limited company took a while I am very pleased that the company is now live and actively building links with the MOD and defence sector.
Community Resilience.
This is something I last raised over seven years ago in the time of the county council. This is me suggesting parishes consider a review and not a Dorset Council initiative. In our very rural communities, we are often more vulnerable when we have severe weather conditions like floods, snow and ice or very strong winds, simply because it takes the emergency services and utility companies longer to get to us. As we come into the winter and as we seem to be getting more extreme weather conditions, I thought I would raise it again. We are brilliant in our little villages at helping our neighbours and have some of the best community spirit in the country, but I do think sometimes a little thought in advance can make things easier when the time comes to difficult situations, particularly for our more vulnerable residents. So, who can help with a 4x4 if needed? Are there people who cannot help themselves or even get out of bed if their carer cannot get to them?  Who must have help with heat if the power is off? Who are the medical professionals and careers who live locally if the village is cut off and they are needed?  The problem with this is that we should not and cannot keep or store people’s private information or data, but we can keep it in our minds and know which doors to call on if we have a bad spell of weather.  As circumstances change and people move house it’s not a bad idea to review this area of community support.
Electoral Review
Every few years the Boundary Commission looks proportional representation of councillors within a council to see if they have roughly the same number of constituents to represent. The last review in the Dorset council area was seven years ago as the unitary council was formed.  The process starts with councillors themselves deciding if there are the right number of councillors representing the council area.  Currently there are 82 councillors for the Dorset Council unitary area, representing approximately 2700 people per single ward.  There may be a decision to reduce the councillor numbers as this does make a saving to the council. 
During the time since the last boundary review many areas have seen a lot of house building and so the numbers per councillor have become skewed. Having agreed the number of councillors the Boundary Commission then works with the council to realign the wards based on town and parish council boundaries. Some wards may be two or three member wards so as not to split the towns or larger villages.  There is no consideration on rurality which is why Chalk Valleys is such a huge geographical area as it is so sparsely populated. The review will be completed and the new wards in place for the next council election in 2029.
New Funding Opportunity
The UK Governments Common Ground Grant Fund is now open for application. This fund is focussed on the VCSE sector and can provide awards of up to £10,000 for community groups and not-for-profit organisations for carrying out small capital projects. Funding can be used to support the cost of construction and renovating community spaces/facilities. It can also be used to purchase equipment to deliver services. The application window closes 21 November 2025.
For more detailed information, including criteria, eligibility and assessment dates please go to: Common Ground Award: prospectus – GOV.UK
Household Recycling Centres (HRC’s) AKA The Tip!
The HRC’s at Dorchester, Sherborne, Shaftesbury and Wimborne have all had issues with long queues particularly at the weekends.  The council is looking to shortly put in place an online booking system so that it can help to spread out the visits to the tip and make peoples waiting time shorter. I will put out further information about the launch date and the link for bookings as soon as it becomes available.  

Item 8(i)

	Payments Requested - October and November 2025
	
	

	10.09.25
	Lloyds
	Account charges 10/8 to 9/9/25
	4.25

	24.09.25
	HugoFox
	Email hosting September 2025
	
	20.99

	14.10.25
	HMRC
	October 2025 PAYE
	BACS026
	50.60

	14.10.25
	A Crocker
	October 2025 salary + expenses
	BACS027
	241.41

	10.10.25
	Sydling Village Hall
	September 2025 hall hire
	BACS028
	12.00

	14.10.25
	Sydling Village Hall
	Refund overpayment
	BACS029
	341.67

	14.10.25
	A Banks
	Mower fuel
	BACS030
	28.85

	13.10.25
	HugoFox
	Web hosting - October 2025
	
	11.99

	22.10.25
	HugoFox
	Email Hosting - October 2025
	
	20.99

	03.11.25
	A Crocker
	November 2025 salary + exp
	BACS031
	237.25

	03.11.25
	HMRC
	November 2025 PAYE
	BACS032
	50.80

	
	
	
	
	1020.80




Item 8(ii)
	Reconciliation of Accounts
	
	
	

	
	
	
	
	
	

	Balance b/fwd
	From 31.03.25
	
	
	10383.06

	
	
	
	
	
	

	
	Add:
	Income year to date
	
	
	14307.86

	
	Less:
	Expenditure to date
	
	
	4780.18

	Balance as at 03.11.25
	
	
	
	19910.74

	Funded by:
	
	
	
	

	
	Current account
	00261391
	
	20198.79
	

	
	
	
	
	
	20198.79

	Add:
	Uncleared Income
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	0.00

	Less:
	Uncleared Expenditure
	
	
	

	03.11.25
	A Crocker
	November 2025 salary + expenses
	237.25
	

	03.11.25
	HMRC
	November 2025 PAYE
	
	50.80
	

	
	
	
	
	
	288.05

	Balance as at 03.11.25
	
	
	
	19910.74

	
	
	
	Difference
	0.00




















	Budget Monitoring for the year ended 31st March 2026
	
	
	

	Description
	 
	2024/25 Budget
	Actual
	Balance
	
	

	Receipts
	 
	 
	 
	 
	
	

	Account Interest
	 
	 
	0.00
	0.00
	
	

	Precept
	 
	11,700.00
	11,700.00
	0.00
	
	

	Donations re play park
	 
	 
	1,029.34
	1,029.34
	
	

	CIL receipts
	 
	 
	0.00
	0.00
	
	

	Misc income
	 
	400.00
	1,363.00
	963.00
	
	

	VAT refunded
	 
	 
	215.52
	215.52
	
	

	Total receipts
	 
	12,100.00
	14,307.86
	2,207.86
	0.00
	

	Payments
	
	 
	
	
	
	

	DAPTC Subs. + other subs
	 
	600.00
	315.50
	284.50
	
	

	Insurance
	 
	750.00
	700.09
	49.91
	
	

	Hall Hire
	 
	100.00
	45.00
	55.00
	
	

	Wages - Clerk
	 
	3,200.00
	2,020.05
	1,179.95
	
	

	Clerk Expenses - mileage
	 
	150.00
	70.83
	79.17
	
	

	Office costs
	 
	150.00
	215.20
	(65.20)
	
	

	Bank charges
	 
	 
	17.92
	(17.92)
	
	

	Audit
	 
	75.00
	115.00
	(40.00)
	
	

	Training
	 
	150.00
	0.00
	150.00
	
	

	Environmental
	 
	2,000.00
	322.92
	1,677.08
	
	

	Computer & IT
	 
	500.00
	174.87
	325.13
	
	

	Section 137
	 
	250.00
	0.00
	250.00
	
	

	Grass cutting
	 
	1,350.00
	99.61
	1,250.39
	
	

	Honorarium
	 
	75.00
	75.00
	0.00
	
	

	Conservation
	 
	250.00
	0.00
	250.00
	
	

	Election 
	 
	 
	0.00
	0.00
	
	

	Play ground
	 
	2,500.00
	544.41
	1,955.59
	
	

	VAT
	 
	 
	63.78
	(63.78)
	
	

	Total payments
	0.00
	12,100.00
	4,780.18
	7,319.82
	0.00
	

	Balance b/f from 31.03.25
	10,383.06
	
	
	Monies held in bank
	20,198.79

	Income to date
	14307.86
	24,690.92
	
	
	
	

	Earmarked Reserves
	
	
	
	Add:
	
	

	Lawnmower
	500.00
	
	
	Income not cleared
	

	Footpaths & Environment
	753.90
	
	
	Less:
	
	

	Playpark repairs
	1,025.33
	
	
	
	
	

	Playpark replacement
	4,291.25
	
	
	
	
	

	Defibrillator
	500.00
	
	
	
	
	

	Local Gvt Reorganisation
	592.00
	
	
	Cheques not cleared
	(288.05)

	General reserve
	3,372.00
	
	
	
	
	

	
	
	11,034.48
	
	Earmarked funds
	(11,034.48)

	Expenses for current year to date
	4,780.18
	
	
	
	
	

	
	
	4,780.18
	
	
	
	

	Balance available not yet committed
	8,876.26
	
	General Reserve
	8,876.26











Item 8(c)

	Sydling St Nicholas Parish Council
	
	
	
	

	Budget Proposal 
	
	
	
	
	
	
	
	
	
	

	Description
	2024/25 Budget
	Actual
	2025/26 Budget
	Actual to date
	Forecast
	2026/27 Budget Proposal
	
	
	
	

	Payments
	 
	 
	 
	 
	 
	 
	
	
	
	

	DAPTC Subs. + other subs
	500.00
	236.49
	600.00
	315.50
	600.00
	600.00
	
	
	
	

	IT costs
	 
	96.00
	500.00
	157.38
	500.00
	510.00
	
	
	
	

	Insurance
	750.00
	677.09
	750.00
	700.09
	700.09
	850.00
	
	
	
	

	Hall Hire
	120.00
	33.00
	100.00
	45.00
	100.00
	100.00
	
	
	
	

	Wages - Clerk
	3,360.00
	3,330.90
	3,200.00
	1,766.55
	3,200.00
	3,500.00
	
	
	
	

	Clerk Expenses - mileage
	150.00
	127.44
	150.00
	70.83
	150.00
	150.00
	
	
	
	

	Office costs
	100.00
	174.71
	150.00
	183.68
	250.00
	300.00
	
	
	
	

	Bank charges
	 
	 
	 
	17.92
	50.00
	100.00
	
	
	
	

	Audit/Legal fees
	 
	70.00
	75.00
	115.00
	250.00
	250.00
	
	
	
	

	Training
	156.00
	132.50
	150.00
	 
	150.00
	150.00
	
	
	
	

	Environmental
	1,870.00
	615.12
	2,000.00
	322.92
	2,000.00
	2,000.00
	
	
	
	

	Section 137
	250.00
	120.00
	250.00
	 
	250.00
	250.00
	
	
	
	

	Grass cutting
	1,350.00
	3,469.99
	1,350.00
	99.61
	1,350.00
	1,350.00
	
	
	
	

	Honorarium
	75.00
	75.00
	75.00
	75.00
	75.00
	75.00
	
	
	
	

	Conservation
	250.00
	0.00
	250.00
	 
	250.00
	250.00
	
	
	
	

	Election
	 
	50.00
	 
	 
	 
	 
	
	
	
	

	Play ground
	1,469.00
	692.87
	2,500.00
	544.41
	1,955.59
	2,500.00
	
	
	
	

	VAT
	 
	838.03
	 
	57.25
	57.25
	 
	
	
	
	

	Total payments
	10,400.00
	10,739.14
	12,100.00
	4,471.14
	11,887.93
	12,935.00
	
	
	
	

	Receipts
	 
	 
	 
	 
	 
	 
	
	
	
	

	Account Interest
	 
	0.00
	 
	 
	 
	 
	
	
	
	

	Precept
	11,000.00
	11,000.00
	11,700.00
	11,700.00
	11,700.00
	 
	
	
	
	

	CIL receipts
	 
	0.00
	 
	 
	 
	 
	
	
	
	

	Donations re play park
	 
	 
	 
	1,029.34
	1,029.34
	 
	
	
	
	

	Poor Lots rent
	400.00
	2,403.10
	400.00
	400.00
	400.00
	400.00
	
	
	
	

	Misc income
	 
	 
	 
	963.00
	963.00
	 
	
	
	
	

	VAT refunded
	 
	1,769.87
	 
	215.52
	272.77
	 
	
	
	
	

	Total receipts
	11,400.00
	15,172.97
	12,100.00
	14,307.86
	14,365.11
	400.00
	
	
	
	

	Balance
	(1,000.00)
	(4,433.83)
	0.00
	(9,836.72)
	(2,477.18)
	12,535.00
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	Precept
	11,000.00
	
	11,700.00
	
	
	12,535.00
	
	
	
	

	% increase
	21.75
	
	6.36
	
	
	7.14
	
	
	
	
















Item 10(d)

Dorchester West Neighbourhood Policing 
September 2025
Dear Councillors, 
Below is a breakdown of crimes and incidents that have occurred and been reported in your areas during the month of September
N.B. Any crimes of a sensitive nature have not been included in this report, e.g. crimes of a personal nature or any crimes which may identify individuals etc
Dorchester NPT website address is: https://www.dorset.police.uk/neighbourhood-policing/dorchester/
Our Face Book Page address is: www.facebook.com/DorchesterPolice/
Our Twitter Page is: https://twitter.com/DorchesterPolice
Our Instagram Page is: https://www.instagram.com/dorchesterpolice/
Dorset Alert messaging system registration to receive messages is: https://www.dorsetalert.co.uk/pages/2451/1/Register.html
Contacting Dorset Police (non-emergency)  
Do it Online: www.dorset.police.uk/do-it-online/
CONTACT US LINK: Contact us | Dorset Police
Telephone: 101    *(Calls to the 101 non-emergency number from both landlines and mobiles are free)
Message an officer: www.dorset.police.uk/do-it-online/message-an-officer/
To report information to the police with 100% anonymity, contact the independent charity Crimestoppers online at www.crimestoppers-uk.org or call Freephone 0800 555 111
Importance of Reporting
Please can it be circulated that all suspicious activity & incidents are reported to the police.
The highlighted section at the top of this report provides the various ways this can be done.
I appreciate that people think that they don’t want to “bother” the police or “nothing will be done anyway”.  However, as I mentioned when speaking to people face to face the reports enable resources to be allocated accordingly and if nothing gets reported nothing can be done. 
Sometimes lines of enquiry are limited but all reports can be used to “build a picture” of activity in the area and the smallest report may lead to a crime being solved or prevented.
DFAA
Chesil Bank Parish Council: 
No reported crimes or incidents.
Litton Cheney – Bride Valley Parish Council: 
No reported crimes or incidents.
Long Bredy – Bride Valley Parish Council: 
No reported crimes or incidents.
DFAB
Maiden Newton Parish Council area: 
15:09 – Anti Social Behaviour ( ASB ) from a scramble bike on public roads in Maiden Newton. 
28:09 – Further ASB from a scramble bike on public roads in Maiden Newton
30:09 – Theft of eggs and ASB by youths in Maiden Newton
The Comptons, Toller + Wynford Parish Council area: 
16:09 – Report of damage to car park by vehicles driving Anti Socially.
Toller Porcorum Parish Council area:
Rampisham area:
[bookmark: _Hlk199508010]No reported crimes or incidents.
Hooke area
No reported crimes or incidents.
DFAC
Stratton Parish Council area:
16:09 – Suspicious incident late at night at a property with car disturbed and sped off. 
Frampton Parish Council area:
No reported crimes or incidents.
Sydling St Nicholas Parish Council area:
No reported crimes or incidents.
Frome Valley Parish Council area:
No reported crimes or incidents.
Cattistock Parish Council area:
No reported crimes or incidents.
DFAD
Charminster + Charlton Down Parish Council: 
06:09 – Anti Social Behaviour ( ASB ) with doorbell rung and then youth running away in Charminster area.
12:09 – ASB from 2 youths being rude and trying to damage play park equipment in Charminster area.
13:09 – Criminal damage caused to vehicle with screws in tyres. 
Cerne Abbas Parish Council:
No reported crimes or incidents.
Godmanstone Parish Council: 
[bookmark: _Hlk199509730]No reported crimes or incidents.
Minterne Magna Parish Council area:
25:09 – 3 poachers with catapults seen on land at Up Cerne and leaving in a white transit.
Stinsford Parish Council area:
16:09 – Suspicious incident with possible break to dwelling.
Bradford Peverell Parish Council area:
No reported crimes or incidents.
DFAE
Winterborne St Martin Parish Council:
29:05 – Suspicious males with car + trailer looking in field of sheep late at night.
Winterborne Abbas Parish Council:
No reported crimes or incidents.
Winterborne Monkton Parish Council area:
[bookmark: _Hlk163474123]No reported crimes or incidents.
Withdrawal of 101 email address:
Improving the way, you contact us.
We receive thousands of digital contacts from residents and visitors every month and contact overall to Dorset Police has recently been reaching record levels.
It is important for us to use the best systems and processes to ensure emergency lines are kept open and non-emergency calls can be answered from those who are unable to contact us online.
We have been looking at ways to ensure we can meet the needs of our communities as quickly as possible as well as ensuring that members of the public are directed to the correct agency, such as the local authority, who may be best placed to deal with their request for service.
Following the launch of our new website in March, we have seen a huge increase in the quality of information captured on digital reports completed via our website, ensuring we are able to record crimes effectively and task officers and staff appropriately.
Why are we making these changes?
We are asking members of the public to use these web forms when contacting us digitally instead of sending an email to ensure we have all the relevant information we need and can respond as efficiently as possible – meaning we get you the advice, information and help you need as soon as possible. 
Our non-emergency email was withdrawn from 5 June 2023 and digital contact should be made via our website. Alternatively, you can still contact us for non-emergency enquiries by calling 101.
What to do in an emergency
If a crime or incident is in progress or someone is in immediate danger, call 999 now.
  Emergency contacts for deaf, hard of hearing or speech impaired:
 Use textphone on 18000
 British Sign Language (BSL) users please use our video relay service
 Or text 999 if you are registered with the emergency SMS service
DORCHESTER NPT LINK: Dorchester | Your area | Dorset Police | Dorset Police
CONTACT US LINK: Contact us | Dorset Police
Regards
PCSO 5410 Sarah Pilcher, Dorchester West Rural Neighbourhood Policing Team








Item 12

[bookmark: _Ref499574718]Bring Your Own Device 

Introduction

In summary, this policy defines acceptable use by Parish Councillors whilst using their own devices, systems, and applications, for accessing, viewing, modifying, and deleting of Parish Council held data and accessing its systems. This policy document applies to all Parish Council employees and Councillors.

Sydling St Nicholas Parish Council is a data controller, for the purposes of the Data Protection Act 2018. It is assumed that all staff and Councillors have an awareness of the Act and the General Data Protection Regulation, and that they understand the consequences of the loss of Parish Council owned personal data.

Definitions

Bring Your Own Device (BYOD) refers to users using their own device or systems (which are not owned or provided to you by the Parish Council) or applications, to access and store Parish Council information.
 
The Data Controller is a person, group or organisation (in this case the Parish Council), who determines the purposes for which and the manner in which any personal data is, or are to be, processed. 

A user is a member of staff, Councillor, contractor, visitor, or another person authorised to access and use the Parish Council’s systems.

The Policy

Introduction

This policy covers the use of non-Parish Council owned/issued electronic devices which could be used to access Parish Council systems and store information, alongside their own data. Such devices include, but are not limited to, smart phones, tablets, laptops and similar technologies. This is commonly known as ‘Bring Your Own Device’ or BYOD. If you wish to BYOD to access Parish Council systems, data and information you may do so, provided that you follow the provisions of this policy. It is the Parish Council’s intention to place as few technical and policy restrictions as possible on BYOD subject to the Parish Council meeting its legal and duty of care obligations.

The Parish Council, as the Data Controller, remains in control of the data regardless of the ownership of the device. As a user, you are required to keep Parish Council information and data securely. This applies to information held on your own device, as well as on Parish Council systems. You are required to assist and support the Parish Council in carrying out its legal and operational obligations, including co-operating with Information Systems should it be necessary to access or inspect works data stored on your personal device. 

The Parish Council reserves the right to refuse, prevent or withdraw access to Users and/or particular devices or software where it considers that there are unacceptable security, or other, risks to its staff, residents, business, reputation, systems or infrastructure.

System, Device and Information Security

The use of your own device MUST adhere to the Parish Council’s Privacy Notice and Privacy Policy. 
In particular, when using your own device as a work tool, you MUST maintain the security of the information you handle (which includes but is not limited to viewing, accessing, storing or otherwise processing). From time to time, the Parish Council may require that you install or update approved device management software on your own device. It is your responsibility to familiarise yourself with the device sufficiently to keep data secure. In practice this means: 
· Preventing theft and loss of data (using Biometric/PIN/Password/Passphrase lock) 
· Keeping information confidential, where appropriate. 
· Maintaining the integrity of data and information. 
Where practicable, you must avoid retaining personal data from Parish Council systems on your own device. If you are in any doubt as to whether particular data can be stored on your device, you are required to err on the side of caution and consult with the Parish Clerk. 

You MUST: 
· use the device’s security features, such as a Biometric, PIN, Password/Passphrase and automatic lock to help protect the device when not in use. 
· keep the device software up to date, for example using Windows Update or Software Update services. 
· activate and use encryption services and anti-virus protection if your device features such services.
      •   	remove any Parish Council information stored on your device once you have finished with it including deleting copies of attachments to emails, such as documents, spreadsheets and data sets, as soon as you have finished using them. 
      •     limit the number of emails and other information that you are syncing to your device to the minimum required. 
      •     Remove all Parish Council information from your device and return it to the manufacturers’ settings before you sell, exchange or dispose of your device.

In the event that your device is lost or stolen, or its security is compromised, you MUST promptly report this to the Parish Clerk. 

Monitoring of User Owned Devices

The Parish Council will not monitor the content of your personal devices, however it reserves the right to monitor and log data traffic transferred between your device and Parish Council systems. In exceptional circumstances, for instance where the only copy of a Parish Council document resides on a personal device, or where it requires access in order to comply with its legal obligations the Parish Council will require access to Parish Council data and information stored on your personal device. Under these circumstances all reasonable efforts will be made to ensure that the Parish Council does not access your private information. Under some circumstances, for example where you legitimately need to access or store certain types of information, such as financial records on your own device, you must seek authority from the Clerk. The Parish Council may then need to monitor the device at a level which may impact your privacy by logging all activity on the machine. This is to ensure the privacy, integrity and confidentiality of that data. 

Support

Where possible the Parish Council supports all devices, but you have a responsibility to learn how to use and manage your device effectively in the context of this policy. The Parish Council takes no responsibility for supporting, maintaining, repairing, insuring or otherwise funding employee-owned devices, or for any loss or damage resulting from support and advice provided.

Use of Personal Cloud Services 

Personal data as defined by the Data Protection Act 2018, and Parish Council confidential information, may not be stored on personal cloud services. The bereregisparishcouncil.gov.uk email accounts are stored in business cloud services, not personal cloud services. 

a) [bookmark: _Toc488679647][bookmark: _Toc476228018]Protection of Data at Rest 
· Data stored needs to be protected against online and offline attacks when in its ‘rest’ state.  For BYOD where work and private data may coexist on the same device, protection of data-at-rest has additional risks.  To mitigate the risks the below shall be followed: 
· Strong passcodes (for device authentication) – at least 6-character PIN
· Cloud storage shall be disabled; only local back-up shall be configured, unless the cloud is managed and controlled by known encrypted cloud providers (Samsung, Google, Microsoft, Apple, etc.). 

b) [bookmark: _Toc488679648][bookmark: _Toc476228019]Protection of Data in Transit
· Connection from remote devices will likely be via untrusted networks such as 3G/4G and/or Wi-Fi. To mitigate this risk one of the following mechanisms should be utilised for the BYOD:
· An IPsec VPN established between software on the device and a gateway within the organisation.
· An SSL/TLS VPN established between software on the device and a gateway within the organisation.
· An HTTPS (TLS) session between the BYOD product and the application gateway within the organisation.

Compliance Sanctions and Disciplinary Matters

Compliance with this policy forms part of the employee’s contract of employment and failure to comply may constitute grounds for action, under the Parish Council’s disciplinary policy. Councillors must adhere to the Code of Conduct and the Parish Council’s Privacy Policy and Privacy Notice at all times when handling personal data. 

Other Supporting Documents: Privacy Notice and Privacy Policy.




